Ipuioxenne 1

IHucsmo MunoOpuayku Poccunm ot 14.05.2018 N 08-1184 'O
HanpasjeHnu uHgopmauuu' (Bmecre ¢ '"Meroanuueckumu
PeKOMEHAAUAMM O pa3MellleHMH HA HHPOPMALMOHHBIX CTEHAX,
0(pUIMAIBHBIX HHTEPHET-CATAX U IPYIrUX HHPOPMALMOHHBIX
pecypcax o0ueo0pazoBareJibHbIX OPraHU3alMil U OPraHoB,
OCYLECTBJSIIOLINX yIIpaBJieHHe B cpepe 00pasoBaHus,
uHopMannu 0 0e30IACHOM NOBEICHUH U MCII0JIb30BAHUM CETH
"UnrepHet")

MUHHCTEPCTBO OBPA3OBAHUS U HAYKH POCCUICKON ®EJEPALIMNA
JIEITAPTAMEHT I'OCYJIAPCTBEHHOM TTOJIUTUKW B COEPE

OBILIEI'O OBPA3OBAHUA

I[MNCBbMO

ot 14 mas 2018 r. N 08-1184

O HAIIPABJIEHM MTH®OPMAIINUA

JlemapTaMeHT rocy1apCTBEHHOM MOJIMTUKH B chepe obiero oopazopanusi MuHoOpHayku
Poccun HampaBisieT 11 cBeieHus pazpaborannble BpemenHoit komuccueii CoBera @enepanuu
0 Pa3BUTHIO HH()OPMALIMOHHOTO 00IIECTBA METOANUECKHUE PEKOMEH IAIIUH O Pa3MEIIeHNU Ha
WH(GOPMAIIMOHHBIX CTEHAAX, O(QUIINATHHBIX HHTEPHET-CalTaxX U APYruX HHHOPMAITMOHHBIX
pecypcax o011eo0pa3oBaTeIbHbIX OPTaHU3alUNi U OPraHOB, OCYIIECTBISIOUINX yIPaBICHHE B
cdepe obpazoBanus, HHPoOpMAIHK 0 O€30MIACHOM MMOBEACHUH U UCTIOIB30BAHUU CETU
"UnTepnet".

Junpexrop [emapramenTa

A.EIIETPOB

IIpunoxxenue

METOAUYECKUE PEKOMEH AT

O PASMEIIEHMHY HA NTHOOPMAILIMOHHBIX CTEHIAX, OOUITNAJIBHBIX
MHTEPHET-CAMTAX U JIPYTUX UHO®OPMALIMOHHBIX PECYPCAX
OBIIIEOBPA3BOBATEJILHBIX OPIAHU3ALIMN Y1 OPTAHOB, OCYIIECTBJISIOIINX
VYIIPABJIEHUE B COEPE OBPA30BAHM A, THOOPMALIUU O BE3OITACHOM
[HOBEAEHWU N NCITOJIb3OBAHWUU CETU "MHTEPHET"

Okcnepramu 1 wieHamu BpemenHno# komuccun Cosera @eepanyiv o pa3BUTHIO
MH(GOPMAIIMOHHOTO O0IIECTBAa B paMKaXx BBIITOJIHEHUS! PEKOMEH AN MapIaMeHTCKUX
ciymanui "AKTyanbHbIe BOIIPOCH 00ecTieueHrs 0€30MMacCHOCTH U Pa3BUTHUS JIETEH B
nH(popMarmoHHOM MpocTpaHcTBe", KoTopble mpouutu B CoBete Menepanuu 17 anpens 2017 r.,
ObUTH pa3paboTaHbl METOAMYECKIE PEKOMEHIAIMH O pa3MeIIeHUH Ha HHPOPMAIIMOHHBIX



CTeHJIaX, OUIIMAIBHBIX HHTEPHET-CalTax U IpyruX HHGOPMAIMOHHBIX pecypcax
0011e00pa30BaTEIbHBIX OPraHU3aIlui U OPTaHOB, OCYIISCTRISIFOIINX YIIpaBJIeHHE B chepe
oOpa3zoBanusi, nH(GOpPMALIUK 0 O€30ITACHOM MOBEICHUH U HCTIONb30BaHuu cetu "MHTepHer"
(mamee - METOUYECKUE PEKOMEHIAITNH ).

MeTtoauueckrie peKOMEHIalliy HalpaBlieHbl HA KaYeCTBEHHOE TOBBIIIIEHUE YPOBHS
MH(GOPMAIIMOHHOH JIEATEeILHOCTH 00IIe00pa30BaTeIbHBIX OPraHu3alliii U OPTaHoB,
OCYIIECTBIISIOUINX yIpaBieHue B chepe oOpa3oBaHus, B YaCTU HHGHOPMUPOBAHUS YUALTUXCSA, UX
poautenei (3aKOHHBIX MPECTABUTENEH) U TIeIarOrMueCKMX paOOTHUKOB 00 OCHOBHBIX aCMEKTax
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.

MeTtoaudeckre peKOMEeHIalluy TT03BOJISAT 00IIe00pa30BaTeIbHBIM OPraHU3AIMSIM U OpraHam,
OCYIIECTBIISIONIMM YyTIpaBlieHHE B cepe 00pa3oBaHMsl, aKTyaTH3UPOBATh YK€ HCIIOIb3yEeMbIe U
pa3MelieHHbIe HHPOPMAIIMOHHBIE MaTEPHUAIIbl, TAK U MOJATOTOBUTH UX B CITy4ae UX OTCYTCTBHS C
Y4ETOM JIy4LINX MPAKTUK U PEKOMEHAALNH.

B pamkax MeToanyecKux peKoMeHalui pacCMaTpUBAIOTCS CIIEAYIOIINE HHCTPYMEHTHI:

1. nHpOpPMaLIMOHHBIE CTEHbI;

2. opumanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoi MH(POPMAIUH (IIKOJIbHbIE Ia3eThl, IeAArorHuecKue U31aHus U ApyTrue).
WudopmMannoHHbIe CTEH IBI

Ha na(opMaImoHHbIX cTeHIaX B 00111€00pa30BaTEIbHBIX OPraHU3AINAX, PACTIONOKEHHBIX B
¢oiie yupex1eHHi U B KaOWHETax, OCHALEHHBIX MEPCOHAIILHBIMU YCTPOICTBaMU /7S BBIXO/A B
ceTb "MHTEepHET", peKOMEHyeTCs pa3MeCcTUTh MH(POPMAIIMOHHBIE TAMSATKHU, COJIEpIKalIe
OCHOBHBIE COBETHI 110 00ecneueHNI0 MHHOPMAIIMOHHON 0€30acCHOCTH yJaluXxcs.

B MMPUITOKCHUHN N1k MCETOAUYCCKUM PCKOMCHAAIMAM MTPCACTABJICH 06p2136‘1_[ IMaMATKHU 1A
pasMEIICHUA Ha I/IH(bOpMaI_[I/IOHHI)IX CTCHAAax.

CpencTtBa MaccoBoi nHGOpMAITUH

B cpencteax maccoBoit MH(oOpMaIy, OpUEHTUPOBAHHBIX Ha 00yYaIOLINXCs, PEKOMEHAyeTCs B
Te€4eHHEe y4eOHOro rojia peryJsipHo myOnuKoBaTh HH()OPMALIMOHHBIE MaTepUabl, TIOCBSILIEHHbIE
OTAENbHBIM acreKTaM MH()OPMAIIMOHHON 0€30IaCHOCTH, a TaKXkKe pa3InyHble MaMSATKH 00IIEero
Xapakrepa.

B cpencrBax maccoBoil uH(pOpMaIK, OpUEeHTUPOBAHHBIX HA MEeJarornyecKyro 0O0IIeCTBEHHOCTD,
PEKOMEHIyeTCsl B TeUSHHE KaJIeHJapHOTO Tofia PEeryJIsipHO MyOIMKoBaTh HH()OPMAITMOHHBIE
MaTepuabl, HOCBSIIEHHbIE OT/IEIbHBIM acekTaM HH(POPMaIIMOHHONW 6€30MacHOCTH Kak
HECOBEPIICHHOJIETHHUX, TaK U 00111e00pa30BaTeIbHBIX OPraHU3alui, a TAKKe Pa3TUUHbIC
MaMATKH, 0030pbl HOPMATHUBHO-IIPABOBOI'O PETYJIUPOBAaHUS JaHHOMN cepbl U HHDOPMALIHIO O
aKTyaJbHBIX MEPONIPHUATUAX U COOBITUIX B IaHHOHU cdepe.

B xozxe npoBenenust Enunoro ypoka no 6e3onacuoctu B cetu "MHTepHET" peKoOMeHIyeTCs
o0ecneynThb BbIITYCK TEMAaTHYECKOTO BBIITyCKa CPeICTBA MacCcOBOM MH(opMaiu 1100 cepun
myOnuKanuii, cpei KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE MEPONPUATHUS AJIsl 00ydaroluXcs,
UX poauTesel (3aKOHHBIX MPEICTaBUTENEH) U MeAarornueckoi o0I1eCTBEHHOCTH.

Oduunansusie UHTEpHET-pecypChl



O61eo0pa3oBaTeNbHBIM OPraHU3AIMSAM PEKOMEHIYETCsl Ha CBOMX ouinaibHbIX MIHTepHET-
pecypcax obecrieuuTh PyHKINOHUPOBAHNE CAMOCTOSATEIBHOIO U CHEIMATU3UPOBAHHOTO
paznena "MHpopmarrionHas 6€30MacHOCTh", B paMKaX KOTOPOTO MPEeIyCMOTPETh pa3MeIcHHe

cnenytomiei naopmaIuu:

N Paznmen/monpasmen

1. JlokanbHbIE
HOPMATHBHBIC aKThI B
cdepe obecriedcHHS
nH(GOPMaLIMOHHON
0€30IacHOCTH
oOyJaromuxcs

2. HopmatuBHOE
peryaupoBaHue

3. Ilemarorudeckum
paboTHUKaM

4. OGyuaroumcst

5. Poputensm (3aKOHHBIM
MIPEJICTAaBUTEIISIM)
oOyJaronuxcs

6. [erckue Oe3omacHbIe

®dopmar
IIPEICTABIICHUS
MaTEpHAJIOB

Kommm
JIOKyMEHTOB B
¢dopmare *PDF

Konun
JIOKYMEHTOB B
¢dopmare *PDF

TekcT Ha
CTpaHUIIE canTa

Konun
JIOKYMEHTOB B
¢dopmare *PDF

TekcT Ha
CTpaHMIIE canTa

TekcT Ha
CTpaHHUIIE caiiTa

TexkcT Ha

ConeprxaHne MaTepragoB

Pa3zmMemiarorcst KOy TOKyMEHTOB, T.€.
CKaHWPOBAHHBII BapUaHT JIOKYMEHTAa,
COOTBETCTBYIOIINN TPeOOBaHUIM K
napaMeTpaMm CKaHHpoBaHHA. Pa3meniatorcs
JOKYMEHTHI, PETJIAMEHTUPYIOIIHE
OpraHHU3aLMIo0 U paboTy C IEPCOHATBHBIMU
JAHHBIMH, TUTAHBI MEPOTIPUSITUH TI0
obecrneueHnI0 MHPOPMAITHOHHOM
0e301acHOCTH 00yYarOIIUXCs U JIpyTHeE.

[TyOnuKyrOTCS aKTyaabHbIC CBEIACHHS O
(denepanbHBIX U pErHOHAIBHBIX 3aKOHAX,
MUChMaX OPraHOB BIIACTH U JPyTHE
HOPMAaTHUBHO-IIPABOBBIC JIOKYMEHTHI,
periaMeHTHpYyIolHe odbecrneueHne
nH(OpMAITMOHHOM 0€30MMacHOCTH
HECOBEpIICHHONIETHHX. [lomyckaercs
BMECTO KOIMH pa3MeIliaTh THIEPCCHUIKH Ha
COOTBETCTBYIOIIHE JOKYMEHTBI Ha cailTax
OpraHOB rOCyIapCTBEHHOM BIIACTH.

Pa3mMemarorcs metoanueckue
PEKOMEH/IAIMU U YKa3bIBaeTCsl HHGOpMAIUs
0 MEPOIMPHUATHUSIX, IPOEKTAX U POrpaMmax,
HaIlpaBJICHHBIX HA MOBBIIICHHUE
WH()OPMAITMOHHOW TPAMOTHOCTH
MeIarorn4ecKux paboTHUKOB.

Pa3mermaercst unopmalioHHas namsiTka
(mpunoxenue N 2) U yka3pIBaeTcs
UHpOpPMALIUSA O MEPONIPUATUAX, TPOEKTaX U
nporpaMMax, HarpaBJIeHHBIX Ha
MOBBIIIEHNE HHPOPMALIMOHHOM
IPaMOTHOCTH O0YyYarOUINXCS.

PasmemaeTcst nHpoOpMaIioHHAs TAaMSITKA
(mpunoxxenne N 3).

Pa3Mmemaercs HH(bOpMaLII/IH 0



CanThI CTpaHUIIC caiiTa PEKOMEHIYEMbIX K MCIOIb30BaHUIO B
y4eOHOM Mpoliecce Oe30MaCHbIX CaiTax,
OaHHEpbI OE30IMaCHBIX IETCKUX CAWTOB.

Opranam, oCyIIECTBIISIOIINUM yTpaBiieHHE B chepe 00pa3oBaHUs, PEKOMEHIyeTCsS Ha CBOUX
odunmansHeIx MHTEpHET-pecypcax obecneunTh (PyHKIMOHHPOBAHUE CAMOCTOSATEIHHOTO U
crienuann3upoBaHHoro pazzaena "MudopmanmonHas 6e30macHOCTD", B paMKax KOTOPOTO
MPEIYCMOTPETh pa3MEIICHUE CIeayIommel HHpOopMaIim:

[Tpunoxenue N 1

[MAMATKA

JUIA OBYYAIOIUXCS Ob THOOPMAIIMOHHOM BE3OITACHOCTU JETEN
HEJIb34

1. Bcem nozpsin cooduiath CBOIO YacTHYIO MH(OpMAIHIO (HacTOsIue UM, GaMHUIIUIO, Tele(doH,
ajzipec, HOMep LIKOJIbI, a TaKkke GoTorpapuu CBOU, CBOEH CEMBU U JIpy3eii);

2. OTKpBIBaTB BJIOXKCHHBIC (baﬁﬂbl 3J'ICKTpOHHOI71 IIOYTHI, KOrAa HE 3HACHIb OTIIPABUTECIIA,
3. FPY6I/ITB, npuanupaTbCsa, OKa3bIBATh JaBJICHHUEC - BECTU ce0s1 HEBEKIINBO U arpeCCHUBHO;

4. He pacniopspkaiicsi JeHbraMu TBOei ceMbH 0e3 pa3pelleHus CTapIInX - BCeraa CrpaiimBaii
poauTenen;

5. He BcTpeuatics ¢ UHTepHET-3HAKOMBIMH B PEAJIbHOM JKU3HU - TIOCOBETYHCS CO B3POCIIBIM,
KOTOpPOMY J10BEpSIEILb.

OCTOPOXHO

1. He Bce numryt npasay. Yutaeus o cebe HenpaBay B HTepHeTe - coo01M 006 3TOM CBOUM
POIMTEISAM UIIU OIIEKYHAaM;

2. [IpurnamaroT nepenuchiBaThCsl, UrPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU M10ABOXA;
3. He3akoHnHoe kommpoBaHue ¢aiiioB B IHTEpHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIBIM O TIPOOJIEMax B CETH - OHH BCET/Ia TIOMOTYT;

5. Ucnonp3yit HacTpoiiku 0€30MacHOCTU U MPUBATHOCTHU, YTOOBI HE MOTEPATH CBOM aKKAayHTHI B
COIICETSIX U JPYTUX MopTaiax.

MOXHO

1. YBaxaii Ipyrux mnojab30BaTeseH;

2. [Tonb3yenibest UHTEpHET-UCTOYHUKOM - €JIail CChUIKY Ha HEro;
3. OTKpbIBal TONBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O06maTbes 3a TOMOIIBIO B3POCIIBIM - POJUTENH, ONIEKYHbI U aIMUHUCTpPALUS CAiTOB BCEria
IIOMOTYT;

5. IIpoitnn oOyuenue Ha caiite "CeTeBUUYOK" M MOTYYH MACIOPT MUPPOBOTO rpakIaHuHa!

[Ipunoxenue N 2



NHOOPMAILIMOHHA A ITAMATKA
JUIA OBYYAIOLINXCA AJIA PASMEIIEHUA
HA OOUILIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM TOZIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJILHUKU OJHU U3 CaMbIX
aKTUBHBIX NoJIb30BaTenel Pynera. Mexy TeM, HOMHMO OIpOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPOOJIeMbl. DTa NaMsITKa JOJKHA IOMOYb Tebe Oe30I1acHO
HaXOAUTHCS B CETH.

KommnbsrorepHsie BUPYyCHI

KoMnbroTepHsIid BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX ITPOrpamMM, OTINYUTEIIBHON
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHUI0. B 1ononHeHue k atomy,
BHPYCBI MOT'YT TIOBPEIUTH WJIH OTHOCTHIO YHUUTOXHUTH BCe (hailyibl M TaHHBIE,
MIOJIKOHTPOJIbHBIE MT0JIb30BATENI0, OT UMEHH KOTOPOTo OblIa 3aIylleHa 3apaXXeHHasi IporpaMMa,
a TaKkXKe MOBPEINTh WX JIaXKe YHHUTOXKHUTH OTEPALMOHHYIO CHCTEMY CO BCceMH (hailiiamu B
1esioM. B 6onbIIMHCTBE CllyyaeB pacpOCTPAHSIOTCS BUPYChI Uepe3 HHTEPHET.

MeToapl 3alIUTEL OT BPCAOHOCHBIX IIPOTpaMM:

1. Mcnionb3yii cOBpeMEHHbIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3HBIN YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX IIPOIPaMM;

2. ITocTosHHO ycTaHaBnMBai MayTH (LUQPOBBIE 3aIIATKH, KOTOPbIE aBTOMATHYECKU
YCTaHABIIMBAIOTCA € LENbIO 10padOTKH MPOrpaMMbl) U Ipyrue OOHOBJIEHMSI CBOEH
ornepanuoHHON cucteMbl. CkaumBaii uX TOJIBKO ¢ ounmansHoro caifra papadoruuka OC. Ecnu
CYILLIECTBYET PEKUM aBTOMATUYECKOTO0 OOHOBIIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IOJ1 ITpaBaMH MOJIb30BATENs, a HE aAMUHHUCTpATOpa. JTO HE
MO3BOJIMT OOJBIIMHCTBY BPEJIOHOCHBIX TPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATIEHOM
KOMIIBIOTEPE;

4. Vicnionb3yii aHTUBUPYCHBIC MPOIPAMMHBIC MPOYKTHI H3BECTHBIX MPOU3BOIUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub QpU3NUECKUN TOCTYH K KOMIBIOTEPY JJIsl HIOCTOPOHHHUX JIULL;

6. Mcnonp3y#t BHEIIHKME HOCUTENH HH(OPMAIIUHY, TakKue Kak (iemika, TUcK win (aidn u3
MHTEPHETA, TOJILKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIE (Paiiiibl, MOTyUYEeHHBIE U3 HEHAIeKHBIX UCTOYHUKOB. [lake Te
¢bailnbl, KOTOpPBIE IPUCIA TBOIM 3HAKOMBIN. JlyuIlle yTOUHHU y HEro, OTHPABJIsUI JIU OH TeOe HX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ epeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHs, mapka. Eme B 1991
roJly HUjepiIaHACcKas koMmmanus 3apeructpupoBana opena "WECA", uro 0603Ha4ano
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "O6ecrpoBoHast TOUHOCTB'.

Jlo Hamero BpeMeHu JolIa apyras ab0peBuarypa, KoTopas sSBISIETCS TaKOH K€ TEXHOJIOTUEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO TaHO C HAMEKOM Ha CTaHIApT BBICIIEH
3ByKkoBo# TexHukH Hi-Fi, uTo B mepeBoae o3HavaeT "BbICOKAsk TOYHOCTH".



Ja, GecrimaTHBIA HHTEPHET-A0CTYII B Kae, OTEeNSAX U adponopTax SBISETCS OTITHYHOM
BO3MOXKHOCTBIO BBIX0J1a B MHTepHET. HO MHOTHE 3KCTIEpTHI CYUTAOT, YTO 00MIe10CTymHBIe Wi-
Fi cetu He gBnsArOTCS 0€30IIACHBIMU.

CoBeTbl 110 6€30MacHOCTH paboTHI B 001IE10CTYHBIX ceTsax Wi-fi:

1. He nmepenasaii cBoro nuuHyro uHpopmaruio yepe3 odmegocrynusie Wi-Fi cetu. Pabotas B
HUX, JKEJIAaTeIbHO HE BBOJIUTH MAPOJIH JOCTYIA, JJOTHHBI U KaKUEe-TO HOMEpa,;

2. Ucnonb3yit 1 OOHOBIISI aHTHBUPYCHBIE IPOTpaMMBbI U OpaHaMayep. TeM cambIM Thl
oOe3omacuiib ce0st OT 3aKauKH BUPYyCa Ha TBOE YCTPOMCTRO;

3. IIpu ucnonp3oBanuu Wi-Fi otknroun ¢pynknuro "OOmwmit goctyn K daiiyiaM 1 mpuHTepam'.
Jannaast QyHKIUS 3aKphITa 0 YMOJYAHUIO, OJJTHAKO HEKOTOPHIC ITOJIH30BATEIN AaKTUBUPYIOT €€
U1l y100CTBa MCTIOIB30BaHMs B paboTe mim y4eoe;

4. He ucnonw3yit myonuunsiit WI-FI 115 mepenaun TUYHBIX TaHHBIX, HAIPUMED VIS BHIXOJA B
COLMAJIbHBIE CETH WM B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3ammimennoe coenunenne uepes HTTPS, a ue HTTP, T.e. nmpu HaGope
BeO-aapeca BBOAM UMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun ¢ynkuuio "l[lonkmouenue k Wi-Fi aBromarnueckun'. He
JOIyCKai aBTOMAaTHYECKOT0 IOIKII0UEHHs ycTpolicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

COLII/IaJ'IBHLIe CCTU

ConuanbHble CeTH aKTUBHO BXOJST B HAINY KU3Hb, MHOTHE JIIOJM pa0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yike 3apeructpupoBan MIIITHAP,T YEIOBEK, UTO SBISETCS OTHOU
CeIbMOM BCEX kKUTeNeH TianeTsl. MHOTHE MOIb30BaTeN HE MOHUMAOT, YTO WH(pOpMAaIIus,
pasMCIICHHAasA UMHU B COOMAJIBHBIX CETAX, MOXET OBITH Haﬁ}IeHa " UCII0JIb30BaHa KEM YIroaHO, B
TOM YHUCIIEe He 00s3aTeIbHO ¢ OJIarMMHU HaMEPEHUSIMH.

OCHOBHBIC COBETHI 110 OC30AaCHOCTH B COIMAJIBHBIX CCTAX!

1. Orpanndb criucoK Apy3ei. Y TeOs B IPY3bsiX HE JIOJDKHO OBITH CITYYaHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3anMiai cBoro YacTHYIO >kHM3Hb. He yka3piBail mapoinu, TenedoHsl, ajpeca, 1aTy TBOETO
POXKICHUS U JPYTYIO JTUUHYI0 HHPOPMAIHIO. 3710yMBIIUIEHHUKA MOTYT MCIIOJIb30BaTh JaXe
MH(POPMALIUIO O TOM, KaK Thl M TBOM POJMTENH IUIAHUPYETE MPOBECTU KaHUKYJIBI;

3. 3amuiiaii CBOIO PEIyTAIHIO - IEPIKU €€ B YUCTOTE U 3a/1aBaii ce0e BOMPOC: XOTEeN ObI ThI,
4TOOBI IPyTHE TOJIB30BATENIN BUJICIH, YTO ThI 3arpyskaeiib? [logymaii, mpexie 4eM 4To-To
OITy0JINKOBAaTh, HAIMCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIFOJIBMU, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE pEaIbHOE UMSI U
APYTYIO JUUHYIO0 HH(POPMALIUU: UMsI, MECTO JKUTEIbCTBA, MECTO Y4eObl U poYee;

5. U36eraii pazmenienus potorpaduii B IuTepHere, rae Thl H300pa’keH Ha MECTHOCTH, T10
KOTOPOW MO>KHO OIIPENEIUTHh TBOE MECTOIOJIOKECHHUE;

6. IIpu peructpanu B COIUAIBHON CETH HEOOXOAMMO HCIIOIB30BATh CIIOKHBIC TIAPOJIH,
cocrosimue u3 OykB ¥ (P U ¢ KOJTMIESCTBOM 3HAKOB HE MEHEe §;



7. JAns conmanbHOM ceTH, MOYTHI M JPYTUX CaliTOB HEOOXOIMMO HCIIOJIb30BaTh pa3HbIe MapOIH.
Toraa eciu Te6s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKHU TOy4YaT JIOCTYI TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.

DNEeKTPOHHBIC JICHbIU

DNEeKTpOHHbBIE JEHbIU - 3TO OYE€Hb YAO00HBIN CIOCO0 IaTexel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JI€HbIH.

3J'IeKTp0HHLIC JACHBI'M IMOABHUIIMCH COBCEM HEAABHO U MUMCHHO H3-3a 3TOI'O BO MHOTHUX
rocygapCtBax g0 CHUX IIOp HE INPOIHNCAHO IMPO HUX B 3aKOHAX.

B Poccun xe onu QyHKIIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, T€ UX pa3JIesioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIE U HE aHOHUMHBIE. Pa3Hulia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3periaeTcs NpoBOAUTh onepaluu 6e3 uaeHTUUKALNY T0JIb30BaTeNs, a B
HEAHOHWMHBIX UACHTU(DUKAIIWS TTOIH30BATEIS ABISETCS 00sS3aTEIBHOM.

Taxoke cnenyeT pa3nuyarh JEKTPOHHbBIE (PUATHBIE IEHBIH (PaBHBI FOCY1aPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHBIE He(HUaTHbIE ACHBI'M (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI M0 6€30IacHO paboTe ¢ 3JIEKTPOHHBIMU JAEHBIAMU:

1. IlpuBsixu K c4eTy MOOWIBHBIHN TenedoH. ITo camMblil yA0OHBIH U OBICTPBIN CIIOCO0
BOCCTaHOBHTH JIOCTYH K c4eTy. [IpuBsi3aHHBIN TenedoH OMOXKET, eClii 3a0y/Ienb CBOU
IJIATEKHBIN MMAPOJIb WM 3aiACIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnonw3yii ogHOpa3oBbie mapoiu. [locne nepexoaa Ha YCUIIEHHYIO aBTOPH3AIUIO Te0e yKe
He OyAeT yrpokaTh ONMAaCHOCTh KPa)XH WU TepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu crnoxxnsbIil mapons. [IpectynHrukam OyaeT HE MPOCTO YyraaaTh CIOXKHBIA MapOJib.
Hanexubie maposnu - 3To mapoJid, KOTOphIE CoiepKaT He MEHEee 8 3HAKOB U BKIIFOYAIOT B Ce0s
CTPOYHBIC U MIPOMUCHBIC OYKBBI, TUPPHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIHIATEIbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOJHM CBOM JIMYHBIC JAaHHBIC Ha CaﬁTaX, KOTOPBIM HE NOBCPSCIIb.
BJICKTPOHHEISI modrta

DNEeKTpOHHAs MOYTa - ATO TEXHOJIOTUS U NPEJOCTABISEMBIE €10 YCIIYTH IO NEPECBUIKE U
MOJTyYEHUIO AIEKTPOHHBIX COOOIIEHN, KOTOPBIE paclpeeisiioTCs B KOMIIBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIHN MOYTOBBIH SIIUK BBITJISAIUT CIETYIOUIM 00pa3oM:
UMs_TIOJb30BaTeNsA(@uMsL_JoMeHa. Taxke Kpome repeaayd MpocToro TeKCTa, UMeeTcst
BO3MOKHOCTb IepeiaBaTh (panibl.

OcCHOBHBIE COBETHI 110 06€30MacHO paboTe ¢ IMEKTPOHHON MOYTOM:

1. Hago BbIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE €cTh OrPOMHBIIT BBIOOP
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIy4Ille JOBEPSATh TEM, KOI'0 3HAaellb U KTO MEPBbIH B
pEeUTHHrE;

2. He yxa3piBail B TM4HOM nouTe JU4HYyI0 HH(popManuto. Hampumep, mydiie BeIOpaTh
"My3bIKaIbHBIN (aHaT@" umu "pok2013" BMecTo "Temal3";

3. Mcnonp3y#l ABYX3TaIllHY0 aBTOPU3ALMIO. JTO KOT/Ia IOMUMO MapoJIsl HY’KHO BBOAUTH KO/,
npuchUIaeMbiii 1o SMS;



4. Be1Oepu ciokHBIN Tapoiib. J{J1s Ka)Xa0ro MoYTOBOIO SIUKA JOKEH OBITh CBOUM HAJCKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciii ecTh BO3MOXKHOCTh HalucaTh CAaMOMY CBOM JIMUHBIA BOMPOC, UCTIOIB3YH Ty
BO3MO>KHOCTB;

6. Mcnionb3yi HECKOJIBKO MOYTOBBIX ALIUKOB. [IepBbIil 17151 YaCTHON NMEPENUCKU € aJpecaTamH,
KOTOPBIM Thl JOBEPSAEILIb. DTO MIEKTPOHHBIHN alpec HE HAJ0 UCIOIb30BaTh IPU PETUCTPALIUU Ha
dbopymax u caiitax;

7. He oTkpeiBait ¢haidiibl U JpyrUe BIOKEHUS B MHUChMaX, IAXe €CJIM OHU MPHUIILTA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JTM OHU TeOe 3TU (Haiibl;

8. Ilocne okoH4aHUs pabOTHI HA TIOYTOBOM CEPBHCE TIEpe]] 3aKPHITUEM BKIIAJIKU C CAUTOM HE
320y HaXXaTh Ha "BeiidTa".

KubepOynuHr uiu BUPTyalbHOE U3€BaTEIbCTBO

KI/I6ep6yJIJ'II/IHF - IpeCIICAOBAHNC COO6H_ICHI/I$IMI/I, COJACpKaIITUMU 0CKOp6J’IeHI/I}I, arpeccuro,
3alMlyTrUuBaHUE; XYJIIMTaHCTBO, COLIUAJIbLHOC 6OI>’IKOTHp0BaHI/Ie C IIOMOLIBIO PA3JIMYHBIX HHTCPHECT-
CCPBUCOB.

OcHoBHBIE COBETHI IO 60pbOE ¢ KNOEPOYIITHHIOM:

1. He Gpocaiicst B 60#. JIyumnii crioco0: TOCOBETOBATHCS KaK ce0si BECTH H, €CITU HET TOTO, K
KOMY MOKHO 00paTuThCsl, TO BHAYalIe YCIIOKOUThCA. Eciy Thl HauHeIb OTBeYaTh
OCKOpPOJICHUSIMH Ha OCKOPOJICHUS, TO TOJBKO el1e OOIbIIe pa30kKenb KOH(IIHKT;

2. Ymopasindii cBoeil kubeppenyTaiuei;

3. AHOHMMHOCTb B ceTu MHMMasA. CyIeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 33 @aHOHUMHBIM
aKKayHTOM;

4. He cTouT BECTH XyJIUTAaHCKUAN 00pa3 BUPTyallbHOW )XKU3HU. VIHTEpHET (PUKCHPYET BCE TBOH
JEeUCTBUS U COXPaHSET UX. Y AaIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoGmozait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHu4HbIA HeraTuB. OJHOPa30BbIe OCKOPOUTENbHBIE COOOIICHUS JTyUllle
UrHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcsl Ha Ha4yaJIbHOW CTa UM,

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMH COOOILEHUSIMU, B COLTUATIBHBIX CETSIX
€CTb BO3MOXHOCTb OJIOKUPOBKHU OTIPAaBKH COOOILIEHUI C ONPEIEICHHBIX apeCOB;

8. Ecnu 161 cBUneTenh knbepOyunara. TBOM NEWCTBHS: BHICTYIIUTH MPOTHB TIPECIIeIOBATENS,
I0Ka3aTh €My, 4TO €ro JIEVCTBUS OLICHUBAKOTCA HETATUBHO, MOAEPKATH KEPTBY, KOTOPOU
HY>KHA TICUXOJIOTHYECKast IOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B
CETH.

MoOunbHbIH TenehoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJEPKAT B ce0e BIOJTHE B3POCIBIN (PYHKIIMOHA, U
TeNepb OHU MOT'YT KOHKYPHUPOBATh CO CTALlMOHAPHBIMU KOMIIbIOTEpamMu. OJHAKO, CPENCTB
3aIUTHI J1 TOTOOHBIX YCTPOMCTB MOKA OUY€Hb Maio. TecTUpoBaHUE U MOUCK YSI3BUMOCTEN B
HUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak A [1K, To xe camoe kacaeTcss 1 MOOMIIBHBIX
MIPUIIOKEHU.



CoBpeMeHHbIe MOOHMIIbHBIE Opay3ephl yKe MPAKTHUEeCKH JOTHAIM HACTOJIbHBIC aHAIOTH, OJTHAKO
pacipenne pyHKIIMOHAIa BIIEUET 32 COOOM OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOJIUTEINN BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHYECKHE
YA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JIsl 0€30ITaCHOCTH MOOWIIBHOTO TenedoHa:

Huuero He siBsieTcst mo-HacTosimeMy OecriaTHeIM. Byib OCTOpOKeH, Belb Koraa Tebe
npearaT OecIiaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

Hymaii, mpexze ueM otnpaButb SMS, ¢poTo nim Buaeo. Thl TOYHO 3HACIIB, I1€ OHU OYAYT B
KOHEYHOM HuTore?

Heo6xonnmMo 00HOBIIATH ONEpallMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Vcnonb3yit aHTUBUPYCHBIE POTPaMMBbI 111 MOOUJIBHBIX TeNe(OHOB;

He 3arpy>1<a171 MPUITOKCHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEAb OHU MOT'YT COACPKATD
BPC€AOHOCHOC IIPOIrpaMMHOE O6CCHC‘ICHI/IG;

[Tocse Toro Kak ThI BRIMCIID C CaliTa, TIe BBOIWII JIMYHYIO HH(DOPMAITUIO, 32l 11 B HACTPOUKH
Opay3epa u yaamu cookies;

[lepnonnuecku npoBepsii, KAKUE TUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIIBHOTO Tene(hoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACUIb U KOMY
JTOBEPSICIIIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia ThI UM HE MOJb3yelibes. He 3a0biBait nHoT 12
MIPOBEPSTH 3TO.

Online urpsr

CoBpeMEHHBIC OHJIAMH-UTPHI - ITO KPACOYHBIE, 3aXBATHIBAOIIUE PA3BICUCHISI, 00bETUHSIONIIEC
COTHH THICSAY YEJIOBEK 10 BceMy MUpy. rpoku uccineayoT JaHHbIH UM MHp, O0IIAl0TCs JpYyT C
JPYTOM, BBITIOJHSIOT 33/IaHUs, CPAKAIOTCA C MOHCTPAMH U TMOJYYalOT OIBIT. 32 yI0BOJILCTBUE
OHH TUIATAT: MOKYTMAIOT TUCK, OIJIAYUBAIOT A00OHEMEHT WJIM MTPHOOPETAIOT KaKHe-TO OIIUH.

Bce 3Tu cpeacTBa UayT Ha MOAAEpkKAHNE M pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30MacHOCTh:
COBEPIIEHCTBYIOTCSI CHCTEMbI aBTOPU3AINH, BHIITYCKAIOTCS HOBBIE MaT4d (II(POBHIE 3arIaTku
U1l IPOTPaMM ), 3aKpPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[06HBIX HUrpax CTOUT OMACATHCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKHU TBOCTO
mapoJist, Ha KOTOPpOM OCHOBAaHa CUCTEMA aBTOpHU3allun OOJILIIINHCTBA urp.

OCHOBHBIE COBETHI IO 0€30MMACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecin ipyroit urpok BezeT cedsi MI0X0 WK co3aeT Te0e HeNPHUITHOCTH, 3a0J0KUpYH ero B
CIIMCKE UTPOKOB;

2. Iloxanyiicst aAIMMHHCTPATOPAaM UI'PBI HA IIJI0OX0E NOBEACHUE 3TOI0 UTPOKA, KEIATEIBHO
IIPUJIOKUTD KAKUE-TO JJOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yxa3piBaii THuHYI0 HHPOPMALIUIO B Tpodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;



5. He ycranaBnuBaii HeouIIHAIbHBIE TATYH U MOJIBI;
6. Mcnionp3y# CII0>KHBIE U pa3Hble N1apOJIy;

7. [Jaxe BO BpeMsI UTPBI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [I0Ka ThI Urpaemib, TBOM KOMIIBIOTEP
MOTYT 3apa3HTh.

OUIIMHT 1IN Kpaxa JUYHBIX TaHHbIX

OOBIYHOM Kpaskel JCHET U IOKyMEHTOB CETO/IHS YK€ HUKOTO HE YIUBHIIb, HO C PA3BUTHUEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKH ITEPEMECTHINCH B HHTEPHET, U TPOJI0JDKAIOT
3aHUMATHCA ""MHOOUMBIM" AEIIOM.

Tak mosiBUIIacCh HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WU (DHUIINHT, TJIaBHAS II€7Th KOTOPOTO
COCTOHMT B ITOJTyYSHUH KOH(PHICHIINAIbHBIX TaHHBIX ITOJIb30BATENEH - IOTHHOB U naposei. Ha
aHTIMHCKOM s3bIke phishing unraercs kak gummHr (ot fishing - peiGHas 10B7s, password -
Mapob).

OcHOBHBIE COBETHI IO OOPHOE ¢ (PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciiv Tl moj03peBaeiiib, 4TO TBOSI aHKeTa Obljia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMHUHUCTPATOPAM pecypca 00 ITOM KaK MOXKHO
cKopee;

2. Ucnionb3yii 6e30macHbie BeO-CalThI, B TOM YHCJIEe, MHTEPHET-Mara3nHoB U TIOMCKOBBIX
CHCTEM;

3. HCHOHBBYﬁ CJIOKHBIC U PA3HBIC MTAPOJIN. Taxkum 06pa30M, ecau Teds B3JIOMAroT, TO
3JIOYMBIIIJICHHUKH ITOJIYYaT JOCTYII TOJBKO K OJJHOMY TBOEMY HpO(l)I/IJ'HO B CE€TH, a HC KO BCEM,

4. Ecnu Te6s B3110Majiu, TO HEOOX0IUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
N00aBJICHBI Y TEOS B IPY3bsiX, O TOM, YTO TeOs B3JIOMAJIH U, BO3MOXKHO, OT TBOETO UMEHH OyIeT
pacchIaThCs CliaM U CChUIKU Ha (PUIIMHTOBBIE CAlTHI,

5. YcranoBu HazexHsbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM cCOXpaHeHHe mapoisi B Opaysepe;

7. He oTkpeiBaii (aiiiiel U ApyTrre BIOKEHUS B MUCbMAX, 1a)Xe €CITU OHU MPUIILUTA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (Daiiibl.

[Mudposas penyrauus

[{udposas penyTanus - 5T0 HeraTUBHAS WK NO3UTUBHAs MH(OpPMAIHS B CETH O Tebe.
Kommnpomerupytomias nHpopmariysi, pa3MelieHHas B UHTEPHETE, MOKET CEphe3HbIM 00pa3oM
OTpa3UThCS Ha TBOEH peanbHO xku3Hu. "Llndpoas pemyramus" - 3T0 TBOW UMHJIK, KOTOPBIi
bopmupyercs u3 uHGopMaIuu o Tebe B UHTEPHETE.

TBoe mecTo KHNTCIIBCTBA, y‘Ie6BI, TBOC (bl/IHaHCOBOC ITOJIOKCHUC, 0COOEHHOCTH XapaKTepa u
pacckasbl O OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nopoCTKH JETKOMBICIIEHHO OTHOCSTCS K ITyOJMKAIMY JIMYHON HH()OpMAIH B
WuTtepHeTe, He TOHUMAas BO3MOXHBIX ITOCTIEACTBUH. ThI Take HE CMOXKEIb IOTalaThCsl O TOM,
9T0 QoTorpadus, pa3MenIeHHas S JeT Ha3a/l, CTajla MPUYMHON O0TKa3a MPUHATH TeOs Ha padoTy.

KommMmenTapuu, pamenienue TBoux Gororpaduil u gpyrue JeiCTBUs MOTYT HE HCUE3HYTh Jlaxke
1ocJje TOro, Kak Thl MX yJanuilb. Thl He 3Haelllb, KTO COXPaHUJI 3Ty WH(POPMaIIKIOo, TIonaa JIn



OHa B MTOMCKOBBIE CUCTEMBI I COXPAHWIIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O TeOe
OKPY’KaIOIINE JIFO/IA, KOTOPbIE HAMAYT W YBUAAT 3T0. HaliT mHbOpMAIi0O MHOTO JIET CITYCTS
CMOXKET JIt000i - Kak U3 T0OPBIX MOOYKICHHIA, TaK U C HAMEPEHHEM NMPUYUHUTE Bpea. ITO
MOXET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3a1IUTe HUGPOBOI permyTaluu:

1. ITogymaii, mpexae 4eM 4To-To MmyOIMKOBaTh U NepeaaBaTth y ceds B 6J0re UM B COLUAIBHOM
CeTH;

2. B HacTpoiikax npo¢uiisi yCTAaHOBU OTpaHMYEHUS Ha IPOCMOTP TBOETO MPOPIIIL U €ro
COJIEP’KUMOT0, CIIENIal €ro TOJIbKO "uIst Ipy3en";

3. He pa3memait 1 He yka3bIiBail HHPOPMAIUIO, KOTOPAst MOXKET KOTO-JIMO0 OCKOPOJISITh UITH
0OMKaTh.

ABTOpCKOE ITPaBO

CoBpeMeHHbIe HIKOJIBbHUKH - aKTUBHBIE 110JIb30BaTEIN U(POBOro npocTpaHcTa. OaHAKO
JlaJIeKO HE BCE 3HAIOT, YTO IM0JIb30BAHWE MHOTUMU BO3MOKHOCTSMH LIU(POBOro Mupa TpedyeT
COOJIIO/ICHNS TIPAaB HA UHTEIUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTEIIEKTyalIbHAS COOCTBEHHOCTH" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSAM
YeJI0OBEYECKOI0 yMa, HaUMHas C HOBBIX U300pETEHUH 1 3HaKOB, 0003HAYaOLINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHUYUBAsi KHUTamMH, (GoTorpapusMu, KHHOQUIbMaMH 1
MY3bIKaJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHE IpaBa - 3TO [IpaBa Ha MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAyKH,
JUTEpaTyphl U UCKyCcCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAUECTBE FapaHTUU TOTO, UTO
MHTEJUIEKTY aJIbHBIN/TBOPUECKUI TPy aBTOpa HEe OyJleT HalpacHbIM, JJacT €My CIpaBeIIUBbIC
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJyUYUTh U3BECTHOCTh U IPU3HAHUE.
HuxkTo 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 MIPOU3BEACHUE, PACTIPOCTPAHSTD,
yOJIMYHO 1IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATh, IyCKaTh B MPOKAT, ITyOJINYHO
UCTIOJIHATD, IOKA3bIBaTh/UCHIOIHATh B 3(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnonb3oBanue "mupaTcKoro” MporpaMMHOTO 00ecredeHus] MOXKET IPUBECTH K MHOTHM
pHUCKaM: OT MTOTEPH JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKHU TBOETO YCTPOMCTBA, T'1ie
yCTaHOBJICHA HellerajabHas nmporpamma. He ctouT Takske 3a0bIBaTh, 4TO CYIIECTBYIOT JIerajdbHbIE
1 OecIyIaTHBIE IPOTPaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine

CeteBHuOK.pd - TBOM ITIaBHBIN COBETUUK B CETU. 37€Ch Thl MOXKeEIlIb Y3HaTh O 0€30IaCHOCTHU B
CEeTH TIOHSATHBIM H JOCTYITHBIM SI3bIKOM, a TTPU BO3HUKHOBEHUH KPUTHUECKOW CUTYaIHH
00paTHUThCA 3a COBETOM. A TaKKe MPHHATH yU4acTHE B KOHKYPCaX M CTaTh CaMbIM IIH(POBBIM
rpaxaaHuHOM!

[Ipunoxenne N 3

ITAMSATKA JIJIS1 POOUTEJIEX OB MTHO®OPMAIIMOHHOM BE3OIIACHOCTU JETEN

Omnpenenenue TepMuHa "HH(pOpMAIIMOHHAsA O€30IIaCHOCTD JieTel" conepkutcs B PenepaabHOM
3akoHe N 436-03 "O 3amuTe neteit oT MHPOPMALUH, IPHYUHSIONIEH Bpe UX 3I0POBBIO H
Pa3BHUTHUIO", pETYIUPYIOIINM OTHOIICHHUS, CBSI3aHHBIE C 3aIUTON AeTel 0T MHYOpMALIUH,
NPUYHHSIONIEH Bpe/I UX 3J0POBBIO U (WiH) pa3BuTHIO. COTIIACHO JAHHOMY 3aKOHY
"uH(opManroHHas 6€30MacHOCTh AeTeil" - ITO COCTOSHKE 3aIIUIIEHHOCTH, IIPU KOTOPOM



OTCYTCTBYET PUCK, CBSI3aHHBIN ¢ IpUUYMHEHHEM HH(pOpMaLueil Bpeaa ux 310pOBbIO U (MITH)
¢buznyecKoMy, ICUXUYECKOMY, JYXOBHOMY, HDABCTBEHHOMY Pa3BHUTHIO.

B cuny ®enepansHoro 3akona N 436-D3 uHpopManuen, MpUINHSIONMEH Bpe/] 3J0POBbIO U
(un) pa3BUTHIO JIETEH, ABIIAETCS:

1. madopmanus, 3anpeneHHas Ui paCupoCTPaHEeHUS Cpen AeTeH;

2. uH(pOopMaIus, pacpocTpaHEeHNE KOTOPOH OTPAHUICHO CPEH IETEH OMpeIesICHHBIX
BO3PACTHBIX KaTETOPHil.

3. K undopmanuu, 3anpenieHHON Ui pacipoCTPaHSHUsI CPEAH IETeH, OTHOCUTCS:

4. nadopmanus, mody>XJarommas AeTeil K COBEpIICHUIO ASWCTBU, MPEICTABISMIOMNX YIPO3Y HX
KHM3HU U (WIM) 30POBBIO, B T.4. IPUUMHEHHIO BPEJa CBOEMY 3/10pOBbIO, CAMOYOUNCTBY;

5. CIOCOOHOCTH BBI3BATh Y ACTEH KellaHUE YIIOTPEOUTh HAPKOTHUYECKUE CPEJICTRA,
TICUXOTPOMHBIC U (MJTH) OypMaHUBAIOIIUE BEIIECTBA, TAOAUHbBIE U3IEITHS, AIKOTOJIBHYIO 1
CHUPTOCOACPIKALLYIO TPOIYKILHUIO, TMBO U HAIIUTKHU, U3rOTABIIMBAEMbIE HA €70 OCHOBE; IPUHSATH
yJacTHe B a3apTHBIX UTPax, 3aHUMATHCS TIPOCTUTYIIHEH, OPOISHKHUYECTBOM HITH
MONPOLIAHHUYECTBOM;

6. 000CHOBBIBAIOIIAS WIIM OMPAB/BIBAOIIAS JOITYCTHMOCTh HACHIIUS U (UJTH) dKECTOKOCTH JINOO
o0y K1aro1asi OCyIIeCTBIATh HACUILCTBEHHbBIE JEMCTBUS 110 OTHOIICHUIO K JIIOSIM U
KUBOTHBIM;

7. oTpHLIAIONIAsE CEMEWHBIC IEHHOCTH U (POPMHPYIOIIasi HEYBa)KEHHE K POIUTEISIM U (VITH)
JPYTUM 4JIEHaM CEMbU;

8. ompaBpIBaIOIIAsl TPOTUBOIPABHOE MTOBEICHHE;
9. comeprkaras HEleH3ypHYIO OpaHb;
10. conepxantast nHGOPMAIIHIO TOPHOTPAPUIECKOTO XapakTepa.

K nndopmanuu, pacrpoctpaneHre KOTOPOl OTpaHUYEHO Cpear JIeTel OnpeIeIeHHOTO BO3pacTa,
OTHOCHTCS:

1. nadopmarus, npeacTaBiseMas B BUJe N300paKeHUs WM ONTUCAHHS )KECTOKOCTH,
(bu3HIecKOro M (WIn) ICUXHUIECKOT0 HACWIINS, MPECTYTUICHHUSI MUK HHOTO aHTHOOIIECTBEHHOTO
JICUCTBUS;

2. BBI3BIBAIONIASA y JIETEH CTpax, yXKac WIK MAaHHUKY, B T.4. TIPECTaBIsIeMasi B BU/I€ N300paKeHHUS
WM ONMCAHMA B YHIKAIOILEH YeI0BeUeCKOe JOCTOMHCTBO (hopMe HEHACUIIbLCTBEHHON CMEPTH,
3a00JieBaHus1, CaMOyOUICTBA, HECUACTHOTO CIyYasi, aBapyuu WIN KaTacTpo(bl U (MIH) UX
MOCIIEACTBUH;

3. mpeacTaBisieMast B BHJI€ U300paKeHUS WU OMTMCAHMSI TIOJIOBBIX OTHOIIICHUI MEXIY
MY>KUYMHOU U KECHIIIUHOM;

4. coneprkaiasi OpaHHbIE CJIOBA U BBIPAXKEHUS, HE OTHOCAIIUECS K HEIIEH3ypHOU OpaHu.

C yuerom storo Bam npeanaratorcst npaBuiia paboTsl B ceTd VIHTEpHET JUIsl pa3iIndHbIX
BO3PACTHBIX KaTErOpuii, COOIIOACHNE KOTOPBIX MTO3BOJIUT 00€CTeunTh HH()OPMAITIOHHYIO
0€301acHOCTb BallIMX JIeTEH.

OO6ure npaBuiIa Ui poaAuTesei



1. He3aBucuMo OT Bo3pacTta pebeHKa UCTIONb3YHTe MPOrpaMMHOE obecrieueHne, MoMOraromiee
(GuIBTPOBATHh U KOHTPOJIUPOBATh UH(OPMAIINIO, HO HE MOJIaraifiTech MOJHOCThIO Ha Hero. Bare
BHUMaHHE K peOCHKY - INIABHBIA METO/1 3aIUTHI.

2. Ecnu Bam peGeHOK MMeeT akKayHT Ha OJTHOM U3 conuainbHbIX ceprcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTEIHHO U3YUYUTE, KaKyr0 HH(OPMAITUIO TOMEIIAIOT €ro
YYaCTHHUKH B CBOMX NMPODWIISIX U Oiiorax, BKIto4as pororpaduu u BHIEO.

3. IIpoBephTe, ¢ KaKUMH IPYTMMH caliTaMU CBSI3aH COLMAIbHBIN cepBuc Baiero pedenka.
Crpanunuku Bamero peGeHka MOryT ObITh 0€30IaCHBIMU, HO MOTYT U COJEPXKAaTh CCHUIKH Ha
He)KeJlaTeJIbHbIE U OMIaCHbIE CAUThI (HallpuMep, MOPHOCANT, WU CAlT, HA KOTOPOM JIpYyT
yIIOMHHAET HOMep cOToBOro Tenedona Bamero pedenka unu Bam gnomaniuii agpec)

4. IMoompstiite Bamux neteit cooOmare 060 BCeM CTPaHHOM WIIM OTTAJIKUBAIOLIEM U HE
CIIMIIKOM OCTPO pearupyiTe, Korjaa OHHM 3TO JeNatoT (M3-3a OMaceHus MOTePATh JOCTYII K
WHTepHeTy 1eTH HE TOBOPST POAUTEIISIM O PoOIeMax, a Takke MOT'YT HadaTh UCIOJIb30BaTh
WHTepHeT BHE 10Ma U IIKOJIBI).

5. Bynbte B Kypce ceTeBoit xu3Hu Bamrero pedenka. IHTepecyiiTech, KTo UX apy3bsi B UHTepHET
TaK K€, KaKk HHTEPECYETECh PEaIbHBIMU JPY3bSIMHU.

Bospact ot 7 1o 8 ner

B MnaTepuere peOEHOK cTapaeTcs MOCETUTh T€ WM HHBIC CAalThl, @ BO3MOXKHO U YaTHI,
paspelIeHne Ha MOCEeIIeHNe KOTOPBIX OH He MOJTy4ui Ol oT poauteneit. [loaromy poauTensm
0COOEHHO MOJIe3HbI OyIyT T€ OTYETHI, KOTOPbIE MPEJOCTABISIOTCS IpOrpaMMaMu 1O
OTPaHUYEHMIO UCTIOIb30BaHus MHTEpHETA, T.€. POOUTENnbCKNiT KOHTPOJIb WU TO, YTO BbI
CMOJKeTe YBUJETh BO BpeMEHHBIX (aitnax. B pesynbrate, y pebeHka He OyaeT ollyleHus, 4To 3a
HUM BEJETCS MOCTOSHHBIA KOHTPOJIb, OJTHAKO, POAUTENN OYAYT MO-TIPEKHEMY 3HATh, KaKue
caifTel moceniaer ux pedeHok. Jletn B JaHHOM Bo3pacTe 00J1a/1al0T CUIIbHBIM YyBCTBOM CEMbH,
OHU JIOBEpYMBHI U HE COMHEBAIOTCS B aBTOpUTETaX. OHU JIIOOST UTpaTh B CETEBBIC UIPHI U
MyTELIeCTBOBATh 110 MIHTepHETY, UCTIONb3YsI 3JEKTPOHHYIO MOYTY, 3aXOAUTh Ha CAlThI U YaThl,
HE PEKOMEHIOBAHHBIE POJUTEISIMHU.

CogeTsl 110 Oe30macHOCTH B cet IHTepHeT aiis aereit 7 - 8 jer

1. CoznaiiTe cucok JOMaIIHUX IMpaBuUil HocenieHust IHTepHeTa mpu y4acTtuu aAetel u TpedyiTe
€ro BBIIIOJHEHUS.

2. Tpebyiite ot Barero pebenka coOar01eHUS BpEMEHHBIX HOPM HaX0XKJICHHUS 32 KOMITBIOTEPOM.
[Tokaxwute pebeHky, uro Brl Habmo1aeTe 32 HUM He moToMy 4To Bam 310 X0uercs, a moromy
4yT0 Bl 6ecriokouTech 0 ero 6€30MacHOCTH U BCET/1a TOTOBBI €My ITOMOYb.

3. Komnerotep ¢ moakimtoueHneM K MHTepHETY NOKEH HAaXOIUThCS B 00IIEH KOMHATE MO/
MIPUCMOTPOM POJUTENEH.

4, I/ICHOHb3y1>’ITC CIICOUAJIBHBIC JCTCKHUEC IIOMCKOBBIC MAIllIMHBI.

5. Ucnone3yiiTe cpeacTBa OJIOKMPOBAHUS HEXKEJIATEIIbHOTO KOHTEHTA KaK JIOTIOJIHEHHE K
cTa"napTHoMy PoautensckomMy KOHTPOIIO.

6. Co3naiiTe ceMEHBIN JEKTPOHHBIN MUK, YTOOBI HE TIO3BOJIUTH JICTSAM UMETh COOCTBEHHBIC
azapeca.

7. brnokupyiiTe 10CcTyn K caiiTaMm ¢ OecIjIaTHBIMU TOYTOBBIMU SIIIIMKAMH C TIOMOIIBIO
COOTBETCTBYIOIIETO MPOrPaMMHOI0 0OecIeyeHusl.



8. [Ipuyunre nereit coBeroBaThes ¢ Bamu nepes ony0iimkoBaHHeM Kakoi-1100 nHpopmanuu
CpEeICTBaMH 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX (popM U mpodueil.

9. HayuuTe nereil He 3arpy»aTh (ailsibl, IpOrpaMMbl HJIM MY3bIKY 0€3 BaIllero COTjacusl.
10. He pa3pemaiitTe 1eTSIM UCHIOIB30BaTh CIIYKObl MTHOBEHHOTO 00MEHa COOOIIEHUSIMHU.

11. B "Genblit" ciMcok caiiToB, pa3pelIeHHbIX JUIS TOCEIICHNUs, BHOCUTE TOJIBKO CaThI ¢
XOpOILIEH peryTaruei.

12. He 3a0bI1BaiiTe OecenoBarh ¢ IeTbMH 00 BX Apy3bsix B MIHTepHeTE, Kak eciu Obl peub 1uIa 0
IPY3bsiX B pEAIbHOM KU3HU.

13. He nenaiite "Ta0y" 13 BONpOCOB MOJIOBOM KU3HU, TaK Kak B IHTepHETE AETH MOTYT JIETKO
HATKHYTbCS Ha TOPHOTPA(HIO WK CalThI "5l B3pOCHBIX".

14. Ilpuyunte Bamero pebeHka coo0maTh Bam 0 JIFOOBIX yrpo3ax WK TPEBOTaX, CBA3aHHBIX C
HNuTtepuerom. OcTaBaiiTeCh CTIOKOWHBIMU M HATIOMHHUTE JIETSM, YTO OHU B O€30MTACHOCTH, €CITN
CaMHM paccKas3ajiv BaM O CBOMX TpeBorax. [loxBanure UX U MOCOBETYWUTE MOJOWTH €IIE pa3 B
MOJAOOHBIX CITyYasx.

Bo3spact neteit ot 9 no 12 ner

B nmanHOM BO3pacTte neTH, Kak MpaBUiIo, YK€ HACIBIIIAHBI O TOM, Kakas WH(popMaius
cymectByeT B Uutepuere. CoBepIieHHO HOPMAIBHO, YTO OHU XOTAT 3TO YBUJIETh, TPOUYECTH,
ycablmaTh. [Ipu 3ToM Hy’KHO IOMHHTB, YTO IOCTYI K HEXEJIaTeIbHbIM MaTepHallaM MOYXKHO
JIETKO 3a0JI0KMpOBATh MPU MOMOILHU CpecTB Poaurenbckoro KOHTPOIIS.

CoBertnl 110 6e30macHOCTH IS aeTer ot 9 no 12 ner

1. Co3paiiTe CIMCOK JOMAITHUX MPABUII MOCEIeHUsT IHTepHET pu y4acTHH IeTel U TpedyiTe
€ro BBITIOJIHEHHUS.

2. TpeOyiite ot Bamrero pebernka coOIIOCHISI HOPM HAXOXKIACHHS 32 KOMITBIOTEPOM.

3. HaGmonatiTe 3a pebeHKOM TIpH paboTe 3a KOMITBIOTEPOM, TTOKAKHUTE eMy, 4TO B
0ecroKonTeCh 0 ero 0€30MacHOCTH U BCETJa TOTOBBI 0Ka3aTh €My MOMOIIIb.

4. KoMmbrotep ¢ noaxitoueHueM B IHTepHET 10J1KeH HaX0AUThCS B 00IIe KOMHATE O[]
IIPUCMOTPOM POAUTEIEH.

5. Ucnone3yiiTe cpencTBa OJIOKMPOBAHUS HEXKENIATEILHOTO KOHTEHTA KaK JIOTIOJIHEHHE K
cTaHgapTHoMy PoautenbckomMy KOHTpPOIIIO.

6. He 3a0bIBaiiTe NprHUMAaTh HETMIOCPEJICTBEHHOE y4acTue B )KM3HHU pebeHka, Oece10BaTh ¢
IeTbMU 00 UX JIpy3bsix B HTepHeTe.

7. HactauBaiite, 4TOOBI A€TH HUKOT/]A HE COTJIANIAUCH HA IUYHBIC BCTPEUH C JAPY3bSIMH I10
HNutepuery.

8. Ilo3BonsiiiTe AEeTAM 3aXOUTH TOJIBKO Ha CalThl U3 "Oenoro" cmucka, KOTOPBIM co3aaiiTe
BMECTE C HUMU.

9. [Ipuyunte neTeil HUKOIIa HE BbIIABATh JINYHYIO HH(OPMALIHIO CPEACTBAMHU IEKTPOHHON
MIOYTHI, YAaTOB, CUCTEM MIHOBEHHOTO OOMEHa COOOIIEHUSIMH, PETUCTPALIMOHHBIX (POPM, TUUHBIX
npoduieil u npu perucTpaluu Ha KOHKypchl B IHTepHeTe.



10. [Ipuyunte neTeit He 3arpyxarth IporpaMMel 6e3 Baiero paspemieaus. OObsACHUTE UM, YTO
OHM MOTYT CITy4allHO 3arpy3UTh BUPYCHI WU APYTO€ HEKENATEIBHOE IPOrPAMMHOE
obecrieueHue.

11. Coznaiite Bamemy peOeHKy OrpaHUYCHHYIO YUETHYIO 3aIUCh sl pab0Thl Ha KOMITBIOTEPE.

12. Ilpuyunte Bamero pedbeHka cooOmiaTe BaM 0 JIFOOBIX YTPO3ax HIIM TPEBOTAX, CBA3aHHBIX C
Wutepnerom. HamomHuuTe A€TAM, YTO OHU B 0€30MACHOCTH, €CIIM CaMH paccKa3alii BaM O CBOMX
TpPEeBOTrax U OMACEHUSX.

13. Pacckaxkute netsm o mopHorpaduu B luTepHere.

14. HacrauBaiiTe Ha TOM, YTOOBI JIETH TIPEIOCTABIISIIN BaM JOCTYI K CBOCH 3JICKTPOHHOM ITOYTE,
9TOOBI BBl YOCIWIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE 1ETAM, UTO HEJb3s UCIOJIB30BaTh CETh JUIsl XYJIUTAHCTBA, PACIPOCTPAHEHUS
CIUIETEH WJIN yIPO3.

Bo3spacr gereit ot 13 o 17 ner

B sTOM BO3pacTe noApOCTKH aKTUBHO HUCIIOJIb3YIOT TOMCKOBBIE MAIIMHBI, [10JIb3YIOTCS
AJIEKTPOHHOM MOYTOM, CIIy>k0aMU MITHOBEHHOTO 0OMEHAa COOOIIEHUSIMHU, CKAUMBAIOT MY3bIKY U
¢wibMBL. ManbunkaM B 3TOM Bo3pacTe OOoJIbIlIe IO HpaBy CMETaTh BCE OPAaHHUYCHHS, OHU
KaXKIyT rpyooro 1oMopa, a3apTHHIX UTP, KAPTUHOK " 1715 B3pocibIX'". JIeBOUKH MPEIMOYUTAIOT
00IIaThCs B YaTax, Py ATOM OHH ropasio 0ojiee YyBCTBUTENBHBI K CEKCYaTbHBIM
nomoratenbcTBaM B IHTEepHEeTe.

3a4acTyro B JaHHOM BO3pPacTe POAUTENSIM YXKE BECbMA CI0KHO KOHTPOJIMPOBATh CBOUX JIETEH,
Tak kak 00 MIHTepHETEe OHM y)Ke 3HAIOT 3HAYUTEIHHO OOJIbIIe CBOMX ponuTeneil. Tem He MeHee,
HE oTIycKaiite fereit B "cBoOoiHOE TaBaHue" no Murepuety. Ctapaiitech akTHBHO
y4acTBOBaTh B 0011eHnN pedeHka B IHTepHeTe.

BaxHo no-npexxHemy cTporo coOnronaTh npasuiia MIHTepHeT-0€30MacHOCTH - COTJIAIIEHUE
MEXY POAUTENSAMU U 1eTbMU. Kpome Toro, He06X0IMMO Kak MOKHO Yalle IpocMaTpUBaTh
OTYETHI 0 JesiTeNnbHOCTH aeTei B IHTepHeTte. CienyeT oOpaTUTh BHUMaHHE Ha HEOOXOAMMOCTh
COJIep KaHUS POIUTENILCKUX Maposiei (maposiei aAMUHICTPATOPOB) B CTPOTOM CEKPETE U
o0paTUTh BHUMaHUE Ha CTPOrOCTh ATUX MapOJIeH.

CoBeTbl 10 0€301TaCHOCTH B ATOM Bo3pacte oT 13 1o 17 ner

1. Co3paiiTe CIIMCOK JOMAIIHUX MPaBUI noceneHus VIHTepHeTa npy yyacTuu NOAPOCTKOB U
TpeOyiiTe 6e3yciioBHOrO ero BblogHeHUs. OOroBopuTre ¢ peOEHKOM CIMCOK 3aNpEIleHHbIX
caiiToB ("4epHbIi crTUCcOK"), yackl paboThl B VIHTEpHETE, PyKOBOJICTBO IO OOIICHHIO B
WuTepHere (B TOM 4ncie B yaTax).

2. Kommblotep ¢ noakitoueHueM K ceTd IHTepHeT oJIKeH HaXxOJUThCs B 00IIel KOMHATe.

3. He 3a0b1BaiiTe OeceoBaTh C IETbMH 00 UX JIpy3bsix B IHTEpHETE, O TOM, YEM OHH 3aHSTHI
TakuM 00pa3zom, OyATO pedb HIET O APY3bsIX B peanbHOU xu3HU. CrpaliuBaiiTe o JII0IX, C
KOTOPBIMHU JIETH OOIIAIOTCS MTOCPEACTBOM CITYKO MTHOBEHHOTO 0OMEHa COOOIICHUSIMH, YTOOBI
yOEIUTHCS, YTO ITH JIFOJIA UM 3HAKOMBI.

4. Ucnonb3yiiTe cpeacTBa OJOKMPOBaHUS HEKENATEIbHOTO KOHTEHTA KaK JOMOJIHEHUE K
cTaHIapTHOMY PoauTensckomMy KOHTPOIIO.



5. HeoGxoaumo 3HaTh, KaKMMH YaTaMH TMOJIb3YI0TCs Bamm getu. [loompsiiTe ucnonbp3oBaHme
MOJICPUPYEMBIX YaTOB M HaCTaWBaKTe, YTOOBI JCTH HE OOIIAINCH B PUBATHOM PEKHUME.

6. HactauBaiite Ha TOM, 4TOOBI I€TH HUKOTJA HE BCTPEUAIUCH JIMYHO C APY3bSIMU U3 CETH
HNurtepner.

7. llpuyunte fereil He BBIIABAaTh CBOIO JIMYHYIO HH()OPMAIIHIO CPEICTBAMH JIEKTPOHHON TIOYTHI,
4aToB, CUCTEM MTHOBEHHOTO 0OMEHa COOOIIEHUSMH, PETUCTPALIMOHHBIX (OPM, TUUHBIX
npoduieil u npu perucTpalvy Ha KOHKypchl B MIHTepHeTe.

8. [IpuyunTe neteit He 3arpyxaTh mporpamMmel 0e3 Bamero paspemenus. OOBICHUTE UM, YTO
OHHM MOTYT CIIy4alHO 3arpy3UTh BUPYCHI WIH APYro€ HEXKEIATEIBHOE ITPOTPAMMHOE
o0ecrnieueHue.

9. [Ipuyuute Bamero pebeHka coobmaTh BaM 0 JHOObIX yrpo3ax WM TPEBOraX, CBA3aHHbIX C
WNurtepuerom. HarmomuauTe AeTsIM, YTO OHH B O€30TIACHOCTH, €CJIM CAMU PAacCKa3aid BaM, O CBOUX
yrpo3ax wiu TpeBorax. [loxBanuTe Ux ¥ MOCOBETYITE MOAONTH ellle pa3 B MOAOOHBIX CIydasix.

10. Pacckaxure netsm o nopHorpaduu B utepuere. [lomorure UM 3aMTUTHCS OT cliama.
HayuunTe nogpocTkoB He BbljaBaTh B VIHTEpHETE CBOETr0O peaabHOro IEKTPOHHOIO ajpeca, He
OTBEYATh Ha HEXKEJAaTeIbHbIE MMChMAa U MCIIOJIb30BaTh CIIEIMAIbHbIE TIOUYTOBBIE (PUIBTPHI.

11. HpI/Iy‘-II/ITe ce0s1 3HAKOMHUTBCS C CaﬁTaMH, KOTOPBIC MOCCHIAOT MOAPOCTKH.

12. HayuuTe nereii yBaxarb Apyrux B UHTEpHETE. Y OETUTECH, UTO OHU 3HAIOT O TOM, YTO
IIPaBWJIa XOPOUIETO MOBEACHMSI IEHCTBYIOT BE3JE - AK€ B BUPTYaJIbHOM MUDE.

13. OObsicHUTE JEeTAM, UTO HU B KOEM ClIy4yae Helsb3sl UCIOoJb30BaTh CeTh Il XyJIMTaHCTBa,
pacIpoCTpaHEeHUs CILIETEH WIH YIPO3 IPYTUM JHOISAM.

14. O6cyaute ¢ TOAPOCTKAMU MPOOIEMBI CETEBBIX a3apPTHBIX UIP U UX BO3MOXKHBII PHUCK.
Hanomuure, 4TO 1€TH HE MOTYT UIPaTh B 3TH UIPHI COTVIACHO 3aKOHY.

[TocTostHHO KOHTpONUpY#TE UcTionb3oBanue MuTepHera Bammm peGenkom! D10 He HapyIieHHe
€ro JINYHOTO IIPOCTPAHCTBA, @ MEpPa IPEJOCTOPOKHOCTH U NPOsBIIeHUE Banie poauTesbcKon
OTBETCTBEHHOCTH U 3a00THI.



